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Abstract: GOST 34.10-2018 serves as the official standard for public key cryptography in the 
Russian Federation, constituting a vital pillar of the broader GOST regulatory framework. This 
standard specifies a digital signature algorithm characterized by high security and performance, 
predicated on Elliptic Curve Cryptography (ECC). Due to its robustness and alignment with 
national security requirements, it is officially mandated for use in governmental information 
systems, financial transactions, and diverse cryptographic applications. However, as digital 
ecosystems evolve toward complex architectures—such as digital transformation and Digital 
Government—the need for streamlined and efficient certificate management becomes increasingly 
paramount. This paper addresses that challenge by proposing a novel, secure, and efficient Identity-
Based Signature (IBS) scheme based on the GOST 34.10-2018 standard. Unlike traditional Public 
Key Infrastructure (PKI), our identity-based approach allows a user’s public key to be derived from 
unique identifiers, significantly reducing the administrative burden of certificate revocation and 
storage. The security of the proposed scheme is rigorously evaluated within the Random Oracle 
Model (ROM), demonstrating existential unforgeability against sophisticated forgery attacks. 
Furthermore, we perform a comprehensive performance analysis, assessing the computational cost 
in comparison to existing publications and experimental efficacy. Results indicate that the signature 
process maintains high throughput and low latency. Consequently, the proposed scheme is both 
theoretically sound and highly viable for practical integration into modern digital infrastructures, 
ensuring alignment with established digital signature standards and operational efficiency. 
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1. INTRODUCTION 

The IBS scheme was first proposed by Adi Shamir in 1984 [1], in which the user’s public key 
is simply the user’s identification information, such as email address, phone number, personal 
identification number... The user’s corresponding secret key will be initialized and issued by 
a trusted key generation center (Key Generation Center - KGC). This secret key is initialized 
based on a master secret held by KGC, and only KGC knows this master secret. This method 
helps reduce dependence on PKI and digital certificates, thereby simplifying the deployment 
process as well as saving certain operating costs. 

Identity-based signature schemes can be built on top of public key cryptography standards 
that are widely used in today’s network systems, such as RSA [3-5], ElGamal [6-7], and elliptic 
curve-based cryptosystems [8-14]. Elliptic curve-based signature schemes provide security 
equivalent to RSA and ElGamal-based signature schemes [15]. However, compared to RSA 
and ElGamal-based signature schemes, elliptic curve signature schemes have the distinct 
advantage of significantly smaller key sizes, while RSA and ElGamal-based signature schemes 
require much larger key sizes [15] along with higher computational costs [16-17]. Therefore, 
the signature scheme on elliptic curves is a suitable solution for devices with limited resources 
such as IoT devices, smart watches, ... In particular, identity-based signature schemes fully 
inherit the characteristics of short key size, efficiency, and high security when developed using 
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elliptic curve standards. Therefore, the research and development of identity-based signature 
schemes on elliptic curves is not only of scientific significance but also of high practical value. 

Numerous publications exist regarding digital signature schemes that utilize bilinear 
pairing mechanisms on elliptic curves [8-14]. Furthermore, there exist publications on digital 
signature schemes that do not employ bilinear pairing [18-20], ... Issues remain in establishing 
the security of IBS schemes that utilize bilinear pairing. Currently, there is no published 
standard for digital signature schemes utilizing bilinear pairing. Furthermore, digital signature 
schemes that utilize identification through bilinear pairing exhibit significant computational 
costs, primarily due to the processing time required for bilinear pairing operations. The 
computational cost of a bilinear pairing is approximately twenty times greater than that of 
scalar multiplication on an elliptic curve [21]. An identity-based digital signature scheme 
utilizing an elliptic curve without bilinear pairing provides enhanced computational efficiency 
and synchronization, rendering it appropriate for contemporary network system conditions. 

Over the past decade, digital signature systems utilizing elliptic curves include EdDSA as 
specified in RFC 2016 [22] and GOST 34.10-2018 [23]. GOST 2018 is the latest standard 
established by the Russian Federation, serving as the national standard for digital signatures 
utilizing elliptic curve cryptography, superseding GOST R 34.10-2012. This standard aims to 
address the growing necessity for security in data processing systems, particularly in relation 
to the swiftly evolving computing technology. GOST 34.10-2018 delineates a secure and 
efficient digital signature framework predicated on the elliptic curve discrete logarithm 
problem (ECDLP) and the cryptographic hash function GOST R 34.11-2018 (Streebog). 

GOST 34.10-2018 plays an important role in information protection and is applied in many 
fields, from e-commerce, banking, and finance to e-government and the military. This national 
standard has become a reliable cryptographic solution, applied not only in Russia but also in a 
number of countries with close, strategic relations with Russia, such as Armenia, Kyrgyzstan, 
and Tajikistan. 

Therefore, in this paper, we propose an efficient and secure identity-based signature 
scheme based on the GOST 34.10-2018 standard. Currently, to our knowledge, there is no 
publication on the identity-based digital signature standard. The method employed for 
identifying the GOST 34.10-2018 scheme involves the bilinear unpairing technique, which 
ensures security and facilitates public verification through user identification information, 
including phone numbers and email addresses. The proposed scheme’s security is assessed 
using the ROM security model and a heuristic method to address prevalent forgery attacks on 
identity-based digital signature schemes. This study evaluates the effectiveness of the proposed 
scheme by comparing the computational cost, measured in the number of mathematical 
operations, and the performance of experimental implementation on the same hardware 
platform against several other publications on IBS schemes utilizing elliptic curves. Our 
proposed scheme demonstrates significant security and efficiency, indicating substantial 
potential for application in network systems. This paper presents a specific application of the 
scheme within the domain of digital government. 

The rest of this paper is organized as follows. Section 2 presents the relevant theoretical 
background. In Section 3, we propose a new identity-based digital signature scheme. Section 
4 analyzes the security of this scheme. Next, Section 5 compares the computational cost and 
evaluates the performance of the proposed identity-based digital signature scheme. Section 6 
presents the application of the proposed digital signature scheme in the digital government 
environment. Finally, Section 7 concludes. 

2. MATHEMATICAL PRELIMINARY 

In this section, we present digital signature schemes based on identification, elliptic curves, 
and the GOST 34.10-2018 digital signature standard. These are all theoretical foundations for 
the proposed scheme in this paper. 
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2.1. Identity-Based Signature 

The identity-based digital signature scheme consists of 4 main processes (Setup, Key 
Generation, Signature Generation, and Signature Verification): 

Setup: KGC executes this process to produce a master key pair: 𝑚௣௞ (master public key) 
and 𝑚௦௞ (master secret key). The 𝑚௣௞ is shared publicly, while the 𝑚௦௞ is kept confidentially 
by the KGC.  

Key Generation: This process is executed by KGC, which takes as input parameters the 
user’s ID and the public/private master key pair (𝑚௣௞ , 𝑚௦௞) generated during the setup phase. 
The output is the public/private key pair for the user: 𝑝𝑘௜ௗ (user’s public key) and 𝑠𝑘௜ௗ (user’s 
secret key). The ID key pair 𝑝𝑘௜ௗ and 𝑠𝑘௜ௗ are securely sent to the user. 

Signature Generation: The signer executes this process by signing a message, utilizing 
the user’s private key (𝑠𝑘௜ௗ), and the message (𝑚) as inputs, and producing a digital signature 
(𝑠) as output. 

Signature Verification: The verification process is conducted by a verifier, which entails 
validating a digital signature using the message (𝑚), the signer’s public key (𝑝𝑘௜ௗ), and the 
digital signature (𝑠) as inputs; the result is a determination of the digital signature’s validity. 

2.2. Elliptic Curve 

𝐸௣(𝑎, 𝑏) is the symbol for the elliptic curve over the finite field 𝐹௣. The equation of the elliptic 
curve in the Weierstrass form is as follows [24], [25]: 

𝑦ଶ ≡  𝑥ଷ + 𝑎𝑥 + 𝑏 (𝑚𝑜𝑑 𝑝) (1) 

where 𝑎, 𝑏 𝜖 𝐹௣ and 4𝑎ଷ + 27𝑏ଶ 𝑚𝑜𝑑 𝑝 ≠ 0. 
𝐸௣(𝑎, 𝑏) is the set of points on the curve 𝑦ଶ ≡  𝑥ଷ + 𝑎𝑥 + 𝑏. Point O is called the infinity 

point. 
Point addition and scalar multiplication constitute the two fundamental operations of 

elliptic curve cryptography, including 
Point addition: 𝑅 = 𝑃 + 𝑄 
Scalar multiplication: 𝑄 = 𝑘𝑃 = 𝑃 + 𝑃 + ⋯ + 𝑃 (𝑘 times), where 𝑄 is the sum of k the 

point P, 𝑘 < 𝑝. 
Elliptic Curve Discrete Logarithm Problem (ECDLP): The security of Elliptic Curve 

Cryptography (ECC) is based on the difficulty of the discrete logarithm problem on elliptic 
curves. This problem is described as follows [24], [25]: 

Given 𝑘 and 𝑃, the calculation of 𝑄 is relatively straightforward. However, given 𝑃 and 𝑄, 
finding 𝑘  is computationally infeasible. This is the complexity of the discrete logarithm 
function on an elliptic curve. 

2.3. GOST 34.10-2018 

The Russian standard GOST 34.10-2018 is a national cryptographic standard regulating the 
creation and verification of digital signatures in the field of information technology and 
cryptographic security [23]. This standard has been officially applied in Russia since June 1, 
2019, and is an important part of the information security system of the Russian Federation. 

The parameters of the GOST 34.10-2018 standard are shown in Table 1. 

Table 1. Parameters in the GOST 34.10-2018 standard. 
Notation Meaning 

𝐻 Secure cryptographic hash function 
𝑝 Prime number 𝑝 > 3 

𝐸௣(𝑎, 𝑏) An elliptic curve 
𝑀 Message 
𝐺 Base point of elliptic curve with degree 𝑛 
𝑑 Secret key (A random integer) 
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𝑃 Public key (A point on the elliptic curve) 
𝑠 Digital signature of message 𝑀 

GOST 34.10-2018 standard includes three main processes: key generation process, 
signature generation process and signature verification process. 

a) Key generation process 
This process uses domain parameters, including degree 𝑛 and base point 𝐺, as input. The 

output of this process is the secret/public key pair 𝑑 and 𝑃. 
The process of the secret/public key pair generation is as follows: 
1. Randomly generate the secret key 𝑑 such that: 1 < 𝑑 < 𝑛. 
2. Calculate the public key: 𝑃 = 𝑑 ⋅ 𝐺. 
b) Signature generation process 
The signature generation process takes input parameters, including a message 𝑀 and a 

private key 𝑑 , and outputs the digital signature (𝑟, 𝑠). The steps to create a signature for 
message 𝑀 include: 

1. Hash message 𝑀 using a secure cryptographic hash function 𝐻: ℎ = 𝐻(𝑀) 𝑚𝑜𝑑 𝑛. If 
ℎ = 0, let ℎ = 1. 

2. Randomly generate a value 𝑘 such that 0 < 𝑘 < 𝑛. 
3. Calculate 𝑄 = 𝑘 ⋅ 𝐺 and let 𝑟 ≡ 𝑥ொ 𝑚𝑜𝑑 𝑛. 
where 𝑥ொ is the 𝑥-coordinate of point 𝑄. If 𝑟 = 0, return to step 2. 
4. Calculate 𝑠 ≡ (𝑟 ⋅ 𝑑 + 𝑘 ⋅ ℎ) 𝑚𝑜𝑑 𝑛. If 𝑠 = 0, return to step 2. 
5. The signature for message 𝑀 is (𝑠, 𝑟). 
c) Signature verification process 
The signature verification process takes input parameters including a message 𝑀, a public 

key 𝑃, and a signature (𝑟, 𝑠), and outputs a notification indicating whether the digital signature 
is valid or invalid. The steps to verify a digital signature include: 

1. Check 𝑠 and 𝑟. If 0 < 𝑟 < 𝑛, 0 < 𝑠 < 𝑛, then proceed to the next step. Otherwise, the 
digital signature is invalid. 

2. Hash message 𝑀 using the secure cryptographic hash function 𝐻: ℎ = 𝐻(𝑀) 𝑚𝑜𝑑 𝑛. 
If ℎ = 0, let ℎ = 1. 

3. Calculate 𝑣 ≡ ℎିଵ 𝑚𝑜𝑑 𝑛. 
4. Calculate 𝑧ଵ ≡ 𝑠 ⋅ 𝑣 𝑚𝑜𝑑 𝑛 and 𝑧ଶ ≡ −𝑟 ⋅ 𝑣 𝑚𝑜𝑑 𝑛. 
5. Calculate 𝑇 = 𝑧ଵ ⋅ 𝐺 + 𝑧ଶ ⋅ 𝑃 and set 𝑟ᇱ ≡ 𝑥்  𝑚𝑜𝑑 𝑛 where 𝑥் is the 𝑥-coordinate of 

point 𝑇. 
6. Compare 𝑟ᇱ and 𝑟. If 𝑟ᇱ = 𝑟, the signature is valid; otherwise, the signature is invalid. 

3. PROPOSED ID-BASED SIGNATURE SCHEME 

In this section, we propose an identity-based signature scheme based on the Russian GOST 
34.10-2018 digital signature standard. 

3.1. Operation of Proposed Signature Scheme 

The proposed signature scheme comprises four main algorithms: Setup, Key Generation, 
Signature Generation, and Signature Verification. 
3.1.1. Setup 

This process uses domain parameters similar to those of the GOST 34.10-2018 signature 
scheme (in Table 1, Section 2.3). In addition, there are other input parameters such as 

- Master secret key: 𝑚௦௞. 
- Master public key: 𝑚௣௞ = 𝑚௦௞ ∙ 𝐺. 
This master key pair (𝑚௦௞, 𝑚௣௞ ) is issued by a trusted third-party Certificate Authority 

(CA) and granted to the organization via a certificate. The certificate is forwarded through a 
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secure channel, and the organization’s network administrator is responsible for securely 
storing and managing this master key pair. 

- Identity parameter 𝑖𝑑஺. 
where 𝑖𝑑஺ = {𝐴@𝑔𝑚𝑎𝑖𝑙. 𝑐𝑜𝑚, 𝑃ℎ𝑜𝑛𝑒𝑁𝑢𝑚𝑏𝑒𝑟_𝐴, 𝐶𝑖𝑡𝑖𝑧𝑒𝑛 𝐼𝐷 𝑁𝑢𝑚𝑏𝑒𝑟_𝐴 } . Hence, the 

identification parameters consist of 3 components: 
+ User’s email address (𝐴@𝑔𝑚𝑎𝑖𝑙. 𝑐𝑜𝑚). 
+ User’s phone number (𝑃ℎ𝑜𝑛𝑒𝑁𝑢𝑚𝑏𝑒𝑟_𝐴). 
+ Personal identification number (𝐶𝑖𝑡𝑖𝑧𝑒𝑛 𝐼𝐷 𝑁𝑢𝑚𝑏𝑒𝑟_𝐴). 

3.1.2. Key Generation 

This process takes 𝑚௦௞ and 𝑖𝑑஺ as input parameters and outputs the user identification key pair: 
𝑠𝑘஺ and 𝑝𝑘஺. Generating a key pair based on user A’s identity involves the following process: 

1. Randomly generate 𝑁𝑜𝑛𝑐𝑒 such that 0 < 𝑁𝑜𝑛𝑐𝑒 < 𝑛. 
2. Calculate 𝑘஺ =  𝐻(𝑚௦௞ ∥ 𝑁𝑜𝑛𝑐𝑒) 𝑚𝑜𝑑 𝑛. 
3. Calculate 𝑄஺ = 𝑘஺ ⋅ 𝐺 and let 𝑟஺ ≡ 𝑥ொಲ

 𝑚𝑜𝑑 𝑛. 
where 𝑥ொಲ

 is 𝑥-coordinate of point 𝑄஺. If 𝑟஺ = 0, return to step 1. 
4. Randomly generate value 𝑐 such that 0 < 𝑐 < 𝑛. 
5. Calculate ℎ஺ = 𝐻(𝑚௦௞ ∥ 𝑖𝑑஺ ∥ 𝑐) 𝑚𝑜𝑑 𝑛. If ℎ஺ = 0 then let ℎ஺ = 1. 
6. Calculate 𝑠𝑘஺ ≡ (𝑟஺ ∙ 𝑚௦௞ + 𝑘஺ ⋅ ℎ஺) 𝑚𝑜𝑑 𝑛. If 𝑠𝑘஺ = 0, return to step 1. 
7. Calculate the public key of A: 𝑝𝑘஺ = 𝑠𝑘஺ ⋅ 𝐺. 
The private key of 𝐴 is 𝑠𝑘஺, and the public key of 𝐴 is 𝑝𝑘஺. This key pair is sent to user A 

via a physical transmission or through a secure channel. The remaining parameters 
{𝑖𝑑஺, ℎ஺, 𝑄஺, 𝑝𝑘஺} are public. 
3.1.3. Signature Generation 

The signature generation process takes the input parameters 𝑀  and 𝑠𝑘஺  and outputs the 
signature (𝑠, 𝑟). The signature generation process is performed sequentially as follows: 

1. Randomly generate 𝑁𝑜𝑛𝑐𝑒 such that 0 < 𝑁𝑜𝑛𝑐𝑒 < 𝑛. 
2. Calculate 𝑘 =  𝐻(𝑠𝑘஺ ∥ 𝑁𝑜𝑛𝑐𝑒) 𝑚𝑜𝑑 𝑛. 
3. Calculate 𝑄 = 𝑘 ⋅ 𝐺 and let 𝑟 ≡ 𝑥ொ 𝑚𝑜𝑑 𝑛.  
where 𝑥ொ is the 𝑥-coordinate of point 𝑄. If 𝑟 = 0, return to step 1. 
4. Calculate ℎ = 𝐻(𝑀 ∥ 𝑟) 𝑚𝑜𝑑 𝑛. If ℎ = 0 then let ℎ = 1. 
5. Calculate 𝑠 ≡ (𝑟 ⋅ 𝑠𝑘஺ + 𝑘 ⋅ ℎ) 𝑚𝑜𝑑 𝑛. If 𝑠 = 0, return to step 1. 
The obtained signature for message 𝑀 is (𝑠, 𝑟). 

3.1.4. Signature Verification 

The signature verification process requires the input parameters message 𝑀, public key 𝑝𝑘஺, 
and signature (𝑠, 𝑟), and produces an output indicating the validity of the signature. The 
procedure for signature verification is as follows: 

1. Verify that 𝑠 and 𝑟 belong to (0, 𝑛). If satisfied, proceed to the next step. Otherwise, 
the signature is invalid and the verification process ends. 

2. Calculate ℎ = 𝐻(𝑀 ∥ 𝑟) 𝑚𝑜𝑑 𝑛. If ℎ = 0 then let ℎ = 1. 
3. Calculate 𝑣 ≡ ℎିଵ 𝑚𝑜𝑑 𝑛. 
4. Calculate 𝑧ଵ ≡ 𝑠 ⋅ 𝑣 𝑚𝑜𝑑 𝑛 and 𝑧ଶ ≡ −𝑟 ⋅ 𝑣 𝑚𝑜𝑑 𝑛. 
5. Calculate  𝑇 = 𝑧ଵ ⋅ 𝐺 + 𝑧ଶ ⋅ 𝑝𝑘஺ and let 𝑟ᇱ ≡ 𝑥்  𝑚𝑜𝑑 𝑛. 
where 𝑥் is the 𝑥-coordinate of point 𝑇. 
6. Compare 𝑟ᇱ and 𝑟. If 𝑟ᇱ = 𝑟, the signature is valid; otherwise, the signature is invalid. 

3.2. The correctness of IBS-GOST 34.10-2018 

The signature verification process with the public key 𝑝𝑘஺  yield a valid result using the 
signature (𝑠, 𝑟) obtained from the IBS-GOST 34.10-2018 signing algorithm. 
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We have 𝑠 ≡ (𝑟 ⋅ 𝑠𝑘஺ + 𝑘 ⋅ ℎ) 𝑚𝑜𝑑 𝑛. With 𝑘 ∈ (0, 𝑛), 𝑟 ≡ 𝑥ொ 𝑚𝑜𝑑 𝑛 and ℎ = 𝐻(𝑀 ∥

𝑟) 𝑚𝑜𝑑 𝑛. Therefore, 𝑘 ≡ ℎିଵ ⋅ (𝑠 − 𝑟 ⋅ 𝑠𝑘஺) 𝑚𝑜𝑑 𝑛. 
When applying the signature verification algorithm, we have 

𝑇 = 𝑧ଵ ⋅ 𝐺 + 𝑧ଶ ⋅ 𝑝𝑘஺ = 𝑠 ⋅ 𝑣 ⋅ 𝐺 − 𝑟 ⋅ 𝑣 ⋅ 𝑝𝑘஺ = 𝑣 ⋅ (𝑠 ⋅ 𝐺 − 𝑟 ⋅ 𝑝𝑘஺) 
= ℎିଵ ⋅ (𝑠 ⋅ 𝐺 − 𝑟 ⋅ 𝑠𝑘஺ ⋅ 𝐺) = ℎିଵ ⋅ (𝑠 − 𝑟 ⋅ 𝑠𝑘஺) ⋅ 𝐺 =  𝑘 ⋅ 𝐺 

Thus, we have 𝑟ᇱ ≡ 𝑥்  𝑚𝑜𝑑 𝑛 ≡ 𝑥௞⋅ீ  𝑚𝑜𝑑 𝑛 ≡ 𝑥ொ 𝑚𝑜𝑑 𝑛 = 𝑟, so the signature (𝑠, 𝑟) is 
valid, and the correctness of the proposed scheme IBS-GOST 34.10-2018 has been proven. 

Furthermore, if we want to verify A’s public key, we don’t need to deploy a PKI 
infrastructure. Instead, the signature verifier can verify A’s public key by checking the 
equation 𝑝𝑘஺ = 𝑟஺ ⋅ 𝑚௣௞ + ℎ஺ ⋅ 𝑄஺. If it is satisfied, A’s public key is valid. Otherwise, A’s 
public key is invalid. 

4. SECURITY ANALYSIS 

We evaluate the security of identity-based signature schemes in accordance with GOST 34.10-
2018 utilizing the Random Oracle Model (ROM) predicated on the discrete logarithm problem 
on elliptic curves, employing heuristic methods to counteract various prevalent cyberattacks, 
specifically identity spoofing and signature spoofing attacks. 

4.1. Security Analysis of the Proposed Scheme Based on the ROM Model 

4.1.1. ECTEGTSS Scheme 

In [26], E. F. Brickell et al. introduced two variants of the TEGTSS scheme (TEGTSS-I and 
TEGTSS-II) that attain “EUF-CMA security” within the ROM model. The authors employ a 
method to demonstrate EUF-NMA security and the presence of a simulator for this type of 
scheme to infer EUF-CMA security. 

TEGTSS serves as a general framework for many “secure” digital signatures; however, its 
explanation has predominantly concentrated on the schema class derived from the DLP 
problem in FFC [26]. A variation of TEGTSS in ECC, designated ECTEGTSS, has been 
proposed by J. Malone-Lee and N. P. Smart [27]. Consequently, a schema assumes the 
structure ECTEGTSS if it satisfies 

1. The basic group is an elliptic curve 𝐸൫𝐹௣൯ with #𝐸(𝐹௣) = 𝑐 ⋅ 𝑛 (where 𝑛 is a large 
prime number and 𝑐 is a small factor). A basic point 𝑃 ∈ 𝐸൫𝐹௣൯ has order 𝑛. 

2. The scheme uses two functions, 𝐻 and 𝐺, with corresponding feasible sets ℋ and 𝒢. 
In this scheme, security is considered with 𝐻 assumed to be a random oracle and 𝐺 
satisfying the ℓ-collision-resistant or ℓ-non-collision property, for some integer ℓ ≥ 2. 

3. There exist three functions: 
𝐹ଵ(ℤ௡, ℤ௡, 𝒢, ℋ) → ℤ௡ 

𝐹ଶ(ℤ௡, 𝒢, ℋ) → ℤ௡ 
𝐹ଷ(ℤ௡, 𝒢, ℋ) → ℤ௡ 

satisfied with ∀(𝑘, 𝑑, 𝑟, ℎ) ∈ (ℤ௡, ℤ௡, 𝒢, ℋ), 
𝐹ଶ(𝐹ଵ(𝑘, 𝑑, 𝑟, ℎ), 𝑟, ℎ) + 𝑎 ⋅ 𝐹ଷ(𝐹ଵ(𝑘, 𝑑, 𝑟, ℎ), 𝑟, ℎ) = 𝑘 𝑚𝑜𝑑 𝑛. 

4. Each user has a private key 𝑑 and a public key 𝑄 = 𝑑𝑃. 
5. To sign a message 𝑚 , first select 𝑘 ∈ோ ℤ௡

∗ , calculate 𝑅 = 𝑘𝑃  and 𝑟 = 𝐺(𝑅) . 
Subsequently, compute ℎ = 𝐻(𝑚||𝑟)  and 𝑠 = 𝐹ଵ(𝑘, 𝑑, 𝑟, ℎ) . The signature of 𝑚  is 
(𝑠, 𝑟, ℎ), although in practice, (𝑠, 𝑟) suffices, as ℎ may be derived from 𝑚 and 𝑟. 

6. To verify whether the signature (𝑠, 𝑟, ℎ) is valid for message 𝑚, first calculate 𝑒௉ =
𝐹ଶ(𝑠, 𝑟, ℎ)  and 𝑒ொ = 𝐹ଷ(𝑠, 𝑟, ℎ) , then calculate 𝑊 = 𝑒௉𝑃 + 𝑒ொ𝑄 . Finally, check 

𝑟 =
?

𝐺(𝑊) and ℎ =
?

𝐻(𝑚||𝑟). 
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7. The functions 𝐹ଶ and 𝐹ଷ must satisfy the following condition 1–1: given 𝑟, 𝑒௉, and 𝑒ொ, 
there exists a unique pair (ℎ, 𝑠)  such that 𝑒௉ = 𝐹ଶ(𝑠, 𝑟, ℎ) , and 𝑒ொ = 𝐹ଷ(𝑠, 𝑟, ℎ) . 
Furthermore, this pair must be easy to find. 

In fact, ECTEGTSS is the ECC version of TEGTSS-II, and this has also been confirmed 
by J. Malone-Lee and N. P. Smart [27]. Furthermore, these authors also give two variants of 
ECDSA that are in the form of ECTEGTSS, namely ECDSA-II and ECDSA-III, and indicate 
EUF-NMA security in the ROM model for them [27]. The basis for this result is the improved 
Forking Lemma [26], which is restated for ECTEGTSS as follows. 

Lemma 1: 

Let us consider a probabilistic polynomial-time Turing machine 𝒜, called the attacker, 

and a probabilistic polynomial time simulator ℬ . If 𝒜  can find with probability 𝜀 >
ସ

௣
 a 

verifiable tuple  (𝑀, 𝑅, 𝑆, 𝑇, 𝑈)  with less than 𝓆  queries to the hash function, for a new 
message 𝑀 and for a 𝑈 directly defined by 𝐻, then with a constant probability 1/96, with 
(1 + 24𝓆ℓ 𝑙𝑜𝑔(2ℓ))/𝜀 replays of 𝒜 and ℬ with different random oracles, 𝒜 will output ℓ +

1 (where ℓ ≤ √௣

ସ
) verifiable tuples (𝑀௜, 𝑅௜, 𝑆௜, 𝑇௜, 𝑈௜){௜ୀଵ,...,ℓାଵ} such that all the (𝑀௜, 𝑇௜) equal 

for ECTEGTSS scheme.  
Proof. Similar to the proof of the improved Forking Lemma for TEGTSS-II in [26]. 
Theorem 1: 

With three functions 

𝐹ଵ: (ℤ௡, ℤ௡, 𝒢, ℋ) → ℤ௡, 

𝐹ଶ: (ℤ௡, 𝒢, ℋ) → ℤ௡ 

𝐹ଷ: (ℤ௡, 𝒢, ℋ) → ℤ௡ 

satisfying the requirements for the ECTEGTSS scheme, then function 𝑭𝟏  satisfies the 
following relation: given (𝒃, 𝒓, 𝒉) ∈ ൫ℤ𝒒, 𝓖, 𝓗൯ , with 𝒂𝟏, 𝒂𝟐 ∈ ℤ𝒒 , then 𝐹ଵ(𝑎ଵ, 𝑏, 𝑟, ℎ) =

𝐹ଵ(𝑎ଶ, 𝑏, 𝑟, ℎ) if and only if 𝑎ଵ = 𝑎ଶ. 
Proof. Consider two cases: 
∗) If 𝑎ଵ = 𝑎ଶ, it is easy to obtain 𝐹ଵ(𝑎ଵ, 𝑏, 𝑟, ℎ) = 𝐹ଵ(𝑎ଶ, 𝑏, 𝑟, ℎ). Therefore, we only need 

to prove the reverse. 
∗)  If 𝐹ଵ(𝑎ଵ, 𝑏, 𝑟, ℎ) = 𝐹ଵ(𝑎ଶ, 𝑏, 𝑟, ℎ) , combining the fact that 𝐹ଵ, 𝐹ଶ, 𝐹ଷ  satisfy the 

requirements of the TEGTSS scheme, then we have: 
𝑎ଵ 𝑚𝑜𝑑 𝑛 =  𝐹ଶ(𝐹ଵ(𝑎ଵ, 𝑏, 𝑟, ℎ), 𝑟, ℎ) + 𝑏 ⋅ 𝐹ଷ(𝐹ଵ(𝑎ଵ, 𝑏, 𝑟, ℎ), 𝑟, ℎ) 

= 𝐹ଶ(𝐹ଵ(𝑎ଶ, 𝑏, 𝑟, ℎ), 𝑟, ℎ) + 𝑏 ⋅ 𝐹ଷ(𝐹ଵ(𝑎ଶ, 𝑏, 𝑟, ℎ), 𝑟, ℎ) = 𝑎ଶ 𝑚𝑜𝑑 𝑛 . 
From the two cases above, the proof of the theorem is complete. 

4.1.2. The Existence of Simulators for ECTEGTSS 

Lemma 2: 

Let 𝐻 be an ideal random function with outputs in the range {0, … , |ℋ| − 1}. There exists 
a simulator ℬ that generates valid sets such that after 𝑏 steps, the probability of distinguishing 
ℬ from an ECTEGTSS set is less than 𝑏ଶ/(2𝑛). 

Proof. Given a message 𝑀  to be signed, the simulator ℬ  operates as follows: Select 
𝛼, 𝛽 ∈ோ ℤ௡, calculate 𝑊 = 𝛼𝑃 + 𝛽𝑄 𝑚𝑜𝑑 𝑛, and 𝑟 = 𝐺(𝑊). According to the properties of 
𝐹ଶ  and 𝐹ଷ , we have 𝑠  and ℎ 𝑚𝑜𝑑 𝑛  determined as unique values from the system of two 
equations 𝐹ଶ(𝑠, 𝑟, ℎ) = 𝛼  and 𝐹ଷ(𝑠, 𝑟, ℎ) = 𝛽 , except for negligible probability. Finally, 
𝐻(𝑀, 𝑟) is defined by ℎ. 

In this way, the simulator generate the sets (𝑊, 𝑠, 𝑟, ℎ) corresponding to the requested 
message 𝑀. Let’s consider the following two distributions: 
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𝐴 =

⎩
⎪
⎨

⎪
⎧

(𝑊, 𝑠, 𝑟, ℎ)
ተ
ተ

𝑘 ∈ோ  ℤ௡
∗

ℎ ∈ோ {0, … , |ℋ| − 1}

𝑊 = 𝑘𝑃
𝑟 = 𝐺(𝑊)

𝑠 = 𝐹ଵ(𝑘, 𝑋, 𝑟, ℎ) ⎭
⎪
⎬

⎪
⎫

 

and 

𝐵 =

⎩
⎪
⎨

⎪
⎧

(𝑊, 𝑠, 𝑟, ℎ)
ተ
ተ

𝛼 ∈ோ ℤ௡

𝛽 ∈ோ ℤ௡

𝑊 = 𝛼𝑃 + 𝛽𝑄, sao cho 𝑊 ≠ 𝒪

ℎ, 𝑠 are the solutions of the system ൜
𝐹ଶ(𝑠, 𝑟, ℎ) = 𝛼 

𝐹ଷ(𝑠, 𝑟, ℎ) = 𝛽 ⎭
⎪
⎬

⎪
⎫

 

It is important to note that distributions 𝐴 and 𝐵 are indistinguishable from one another. 
Indeed, with a tuple (𝑊଴, 𝑠଴, 𝑟଴, ℎ଴) chosen in such a way that 𝛼଴, 𝛽଴ ∈ோ ℤ௤, 𝑊଴ = 𝛼଴𝑃 +

𝛽଴𝑄 (such that 𝑊଴ ≠ 𝒪), 𝑟଴ = 𝐺(𝑊଴), and 𝑠଴, ℎ଴ are determined as unique values from the 
system of two equations 𝐹ଶ(𝑠଴, 𝑟଴, ℎ଴) = 𝛼଴  and 𝐹ଷ(𝑠଴, 𝑟଴, ℎ଴) = 𝛽଴ . Then we consider the 
possibility that a tuple (𝑊, 𝑠, 𝑟, ℎ)  chosen according to distribution 𝐴  will coincide with 
(𝑊଴, 𝑠଴, 𝑟଴, ℎ଴) , that is, (𝑊, 𝑠, 𝑟, ℎ) = (𝑊଴, 𝑠଴, 𝑟଴, ℎ଴). This is equivalent to the possibility 
(𝛼, 𝛽) = (𝛼଴, 𝛽଴), where (𝛼, 𝛽) is the pair that generates the tuple (𝑅, 𝑆, 𝑇, 𝑈) according to the 
distribution 𝐵 (a way of simulating ℬ's signature). Therefore, 

Pr
஻

[(𝑊, 𝑠, 𝑟, ℎ) = (𝑊଴, 𝑠଴, 𝑟଴, ℎ଴)] = Pr
ఈ,ఉ

[𝛼 = 𝛼଴, 𝛽 = 𝛽଴, 𝑊 = 𝑊଴ ≠ 𝒪] =
1

𝑛(𝑛 − 1)
. 

According to Theorem 1, we obtain a tuple (𝑊, 𝑠, 𝑟, ℎ) chosen according to distribution 𝐴 
(a method for simulating 𝒜’s signature) that aligns with (𝑊଴, 𝑠଴, 𝑟଴, ℎ଴), which is equivalent 
to (𝑘, ℎ) = (𝛼଴ + 𝑋𝛽଴, ℎ଴), where 𝑘, ℎ represents the pair that generates the tuple (𝑊, 𝑠, 𝑟, ℎ) 
in accordance with distribution 𝐴. Let |ℋ| = 𝑎𝑛 + 𝑧, where 𝑎, 𝑧 ∈ ℕ and 0 < 𝑧 < 𝑛. Assume 
𝑧 < 𝑛/2 (the case 𝑧 > 𝑛/2 is handled similarly). If 0 ≤ (ℎ଴ 𝑚𝑜𝑑 𝑛) ≤ 𝑧 − 1, then: 

Pr
஺

[(𝑊, 𝑠, 𝑟, ℎ) = (𝑊଴, 𝑠଴, 𝑟଴, ℎ଴)] = Pr
௞ஷ଴,௎

[𝑘 = 𝛼଴ + 𝑋𝛽଴, ℎ = ℎ଴ 𝑚𝑜𝑑 𝑛] =
𝑎 + 1

(𝑛 − 1)|ℋ|
. 

If 𝑧 ≤ (ℎ଴ 𝑚𝑜𝑑 𝑛) ≤ 𝑛 − 1, then 

Pr
஺

[(𝑊, 𝑠, 𝑟, ℎ) = (𝑊଴, 𝑠଴, 𝑟଴, ℎ଴)] = Pr
௞ஷ଴,௎

[𝑘 = 𝛼଴ + 𝑋𝛽଴, ℎ = ℎ଴ 𝑚𝑜𝑑 𝑛] =
𝑎

(𝑛 − 1)|ℋ|
. 

Let 𝐶 = {(𝑊, 𝑠, 𝑟, ℎ) be taken according to the distribution 𝐴|0 ≤ ℎ 𝑚𝑜𝑑 𝑛 ≤ 𝑧 − 1}, 
we have 

𝜀 = ෍ ቚPr
஺

[(𝑊, 𝑠, 𝑟, ℎ) = (𝑊଴, 𝑠଴, 𝑟଴, ℎ଴)] − Pr
஻

[(𝑊, 𝑠, 𝑟, ℎ) = (𝑊଴, 𝑠଴, 𝑟଴, ℎ଴)]ቚ
(ோబ, బ்,ௌబ,௎బ)

 

= ෍ ቚPr
஺

[(𝑊, 𝑠, 𝑟, ℎ) = (𝑊଴, 𝑠଴, 𝑟଴, ℎ଴)] − Pr
஻

[(𝑊, 𝑠, 𝑟, ℎ) = (𝑊଴, 𝑠଴, 𝑟଴, ℎ଴)]ቚ
(ோబ, బ்,ௌబ,௎బ)∈஼

 

+ ෍ ቚPr
஺

[(𝑊, 𝑠, 𝑟, ℎ) = (𝑊଴, 𝑠଴, 𝑟଴, ℎ଴)] − Pr
஻

[(𝑊, 𝑠, 𝑟, ℎ) = (𝑊଴, 𝑠଴, 𝑟଴, ℎ଴)]ቚ
(ோబ, బ்,ௌబ,௎బ)∉஼

 

=   𝑧(𝑛 − 1) ฬ
1

𝑛(𝑛 − 1)
−

𝑎 + 1

(𝑛 − 1)|ℋ|
ฬ + (𝑛 − 𝑧)(𝑛 − 1) ฬ

1

𝑛(𝑛 − 1)
−

𝑎

(𝑛 − 1)|ℋ|
ฬ 

= 𝑧 ⋅ ቤ
|ℋ| − (𝑎 + 1)𝑛

𝑛|ℋ|
ቤ + (𝑛 − 𝑧) ቤ

|ℋ| − 𝑎𝑛

𝑛|ℋ|
ቤ =

2𝑧(𝑛 − 𝑧)

𝑛|ℋ|
<

2𝑧

|ℋ|
. 

This indicates that the two distributions, 𝐴 and 𝐵, are statistically indistinguishable. Since 
𝐻 is a random oracle, the tuple (𝑊, 𝑠, 𝑟, ℎ) generated according to distribution 𝐴 is similar to 
the actual generation of the ECTEGTSS signature, except that 𝐻(𝑀, 𝑟)  is predefined. 
Therefore, the adversary can only distinguish the distribution of the tuples (𝑊, 𝑠, 𝑟, ℎ) 
generated by the simulator ℬ and the ECTEGTSS signature generator if ℬ calculates (𝑀, 𝑟) 
but 𝐻(𝑀, 𝑟) is predefined or (𝑀, 𝑟) has already been calculated by the signature generator. 
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With 𝑏 being the number of queries made to the oracle 𝐻 (including both direct and indirect 

cases). The probability that one of the above events occurs is less than 1 − 𝑒ି
್(್షభ)

మ೙ <
௕మ

ଶ௡
. 

Consequently, based on [26], [28], [29], if a “simulator” ℬ  (utilizing solely public 
information) of the signing process in the digital signature scheme exists, then the EUF-CMA 
security of the signature scheme can be diminished to EUF-NMA security. This reduction is 
understandable because the signatures that an attacker would obtain from the signing process 
in the digital signature scheme under the CMA scenario could be replaced by signatures 
returned from ℬ, which would be difficult to detect. In such a case, what the attacker obtains 
is based entirely on public information and is equivalent to an NMA attack. 

Therefore, the existence of a simulator for the ECTEGTSS scheme allows us to conclude 
that if an ECTEGTSS scheme is EUF-NMA security, then it is also EUF-CMA security. 
4.1.3. Provable Security of the Proposed Scheme in the ROM Model 

Theorem 2: 

The IBS-GOST 34.10-2018 signature scheme is in the form of ECTEGTSS. 
Proof. We show that IBS-GOST 34.10-2018 satisfies requirements (i) to (vii) of an 

ECTEGTSS signature scheme. Indeed, 
i. The basic group of IBS-GOST 34.10-2018 is based on an elliptic curve 𝐸൫𝐹௣൯ such 

that #𝐸(𝐹௣) = 𝑐 ⋅ 𝑛, where 𝑛 represents a high prime number and 𝑐 denotes a minor 
factor, with the basis point 𝐺 ∈ 𝐸൫𝐹௣൯ having degree 𝑛. By assumption, the criteria for 
prime numbers 𝑝 and 𝑛 in IBS-GOST 34.10-2018 are as follows: case 1, 𝑝 is 256 bits 
and 2ଶହସ < 𝑛 < 2ଶହ଺ ; case 2, 𝑝  is 512 bits and 2ହ଴଼ < 𝑛 < 2ହଵଶ . Conversely, 
according to Hasse’s Theorem, 𝑝 − 2ඥ𝑝 + 1 < #𝐸൫𝐹௣൯ <  𝑝 + 2ඥ𝑝 + 1. Therefore, 

in IBS-GOST 34.10-2018, with #𝐸൫𝐹௣൯ = 𝑐 ⋅ 𝑛, the value of 𝑐 does not surpass 16. 
Thus, IBS-GOST 34.10-2018 fulfills the requirement (i). 

ii. IBS-GOST 34.10-2018 employs the hash function 𝐻  and the function 𝐺(𝑄) =

𝑥ொ 𝑚𝑜𝑑 𝑛  (where 𝑄 ∈ 𝐸൫𝐹௣൯ ). In the ROM model, 𝐻ீைௌ்  is conceptualized as a 
random oracle. It needs to show that 𝐺  fulfills the ℓ -collision-resistant or ℓ -non-
collision feature. As stated in [27], if integers 𝑘ଵ, 𝑘ଶ, … , 𝑘௖ାଵ exist such that 𝐺(𝑘ଵ𝑃) =
𝐺(𝑘ଶ𝑃) = ⋯ = 𝐺(𝑘௖ାଵ𝑃), then there must be two distinct indices 𝑖, 𝑗 ∈ {1, 2, … , 𝑐 +
1}  where 𝑖 ≠ 𝑗  such that 𝑘௜ = ±𝑘௝ . This indicates that 𝐺  is a 2𝑐 + 1  non-collision 
graph. In accordance with the section (i), the value of 𝑐 in IBS-GOST 34.10-2018 does 
not exceed 16; hence, 𝐺 is classified as 33-non-collision. 

iii. IBS-GOST 34.10-2018 satisfies requirement (iii). Indeed, consider 𝐹ଵ(𝑘, 𝑠𝑘஺, 𝑟, ℎ) =
ℎ𝑘 + 𝑠𝑘஺𝑟, 𝐹ଶ(𝑠, 𝑟, ℎ) = 𝑠ℎିଵ, 𝐹ଷ(𝑠, 𝑟, ℎ) = −𝑟ℎିଵ.We have: 

𝐹ଶ(𝐹ଵ(𝑘, 𝑠𝑘஺, 𝑟, ℎ), 𝑟, ℎ) + 𝑠𝑘஺ ∙ 𝐹ଷ(𝐹ଵ(𝑘, 𝑠𝑘஺, 𝑟, ℎ), 𝑟, ℎ) 
= 𝐹ଵ(𝑘, 𝑠𝑘஺, 𝑟, ℎ)ℎିଵ − 𝑠𝑘஺𝑟ℎିଵ = (ℎ𝑘 + 𝑠𝑘஺𝑟)ℎିଵ − 𝑠𝑘஺𝑟ℎିଵ = 𝑘 

Therefore, IBS-GOST 34.10-2018 satisfies requirement (iii). 
IBS-GOST 34.10-2018 satisfies requirements (iv) to (vii) thanks to the description of this 

scheme and the definition of functions 𝐹ଵ, 𝐹ଶ, and 𝐹ଷ. 
Thus, it can be concluded that the IBS-GOST 34.10-2018 signature scheme has the form 

ECTEGTSS. 
Theorem 3: 

Assume there exists an adversary 𝒜 capable of forging the signature of the IBS-GOST 

34.10-2018 scheme with a success probability of 𝜀 >
ସ

௣
 after 𝓆 queries to the random oracle 

𝐻; hence, the ECDLP in 𝐸(𝔽௣) can be resolved using 

1 + 768𝓆 𝑙𝑜𝑔ଶ 64

𝜀
=

1 + 4608𝓆

𝜀
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of 𝒜’s iterations with a probability exceeding 1/100. 
Proof. According to Theorem 2, IBS-GOST 34.10-2018 is equivalent to the ECTEGTSS 

type. Using Lemma 1 and applying it with parameters including: message 𝑀, 𝑆 = 𝑠, 𝑇 = 𝑟, 
𝑈 = 𝐻ீைௌ்(𝑀, 𝑟) = ℎ, and ℓ = 32. Then, with the number of iterations of 𝒜 being 

1 + 768𝓆 logଶ 64

𝜀
=

1 + 4608𝓆

𝜀
 

𝒜 generates 33 distinct valid signatures (𝑀, 𝑅௜ , 𝑆௜, 𝑇௜, 𝑈௜)௜ୀଵ,…,ଷଷ  for a specific message 𝑀, 
where 𝑇 = 𝑟 and each 𝑈௜ represents different hash values (𝑈௜ = 𝐻(௜)(𝑀, 𝑇) = ℎ௜, employing 
various hash functions), with a probability of 1/96, which exceeds 1/100. These signatures 
correspond to 33 points, 𝑅ଵ = 𝑘ଵ𝑃, … , 𝑅ଷଷ = 𝑘ଷଷ𝑃 ; hence, we obtain 𝐺(𝑅ଵ) = ⋯ =
𝐺(𝑅ଷଷ) = 𝑟. Nonetheless, given that 𝐺 is 33-collision-resistant (indicating a maximum of 32 
different points yielding identical values), it follows that at least two of those 33 points must 
be similar. Assuming without loss of generality that 𝑄ଵ ≡ 𝑄ଶ implies that the random variables 
𝑘ଵ and 𝑘ଶ associated with these two points are also equivalent. 

𝑘ଵ = 𝑘ଶ 𝑚𝑜𝑑 𝑛 ⟺ 𝑠ଵ(ℎଵ + 𝑟𝑠𝑘஺) = 𝑠ଶ(ℎଶ + 𝑟𝑠𝑘஺) 𝑚𝑜𝑑 𝑛 
⟺ 𝑠𝑘஺ = 𝑟ିଵ(𝑠ଵ − 𝑠ଶ)ିଵ(ℎଶ𝑠ଶ − ℎଵ𝑠ଵ) 𝑚𝑜𝑑 𝑛. 

Consequently, we acquire the signer’s private key, thereby resolving the ECDLP. Since 
ℎଵ ≠ ℎଶ 𝑚𝑜𝑑 𝑛, we have 𝑠ଵ ≠ 𝑠ଶ 𝑚𝑜𝑑 𝑛. 

Given that EUF-NMA security can be deduced from EUF-CMA security for signature 
schemes of the ECTEGTSS type, we conclude that IBS-GOST 34.10-2018 attains EUF-CMA 
security. 

Theorem 4: 

Consider an attacker 𝒜 against IBS-GOST 34.10-2018, and assume that 𝒜 is capable of 
generating a forgery that exists under a CMA attack with probability 𝜀 > 4/𝑝 after 𝓆 queries 
to function 𝐻; then the ECDLP in 𝐸(𝔽௣) can be solved by using 

(1 + 4608𝓆)/𝜀 

of 𝒜’s iterations with probability greater than 1/100. 
Proof. This is a direct result of combining Lemma 2 and Theorem 3. 
Therefore, the IBS-GOST 34.10-2018 scheme achieves EUF-CMA security in the ROM 

model. 

4.2. Security Analysis of the Proposed Scheme Using Heuristic Methods 

4.2.1. Identity Forgery Attack 

Suppose attacker C attempts to perform an identity spoofing attack against legitimate user A. 
Once C obtains A’s identity 𝑖𝑑஺, a spoofing attack is possible if the Key Generation Center 
(KGC) lacks robust authentication mechanisms before issuing private keys to users. If the 
spoofing attack is successful, attacker C can sign arbitrary documents in the name of user A, 
leading to serious consequences for the authenticity and integrity of the system. 

To mitigate this identity spoofing attack, the proposed solution is to verify user identity 
through the email address/phone number previously registered with KGC before issuing the 
identity-based private key. This solution includes the following steps: 

1. User A requests KGC to generate a private key pair corresponding to the identity 𝑖𝑑஺. 
2. KGC compares 𝑖𝑑஺ with 𝑖𝑑஺ᇲ. If 𝑖𝑑஺ = 𝑖𝑑஺

ᇱ, it proceeds to step 3; otherwise, it stops 
and the private key generation process ends. 
Where 𝑖𝑑஺

ᇱ is the identity of A stored in KGC’s database. 
3. KGC sends a verification code via A’s email/phone number. 
4. User A enters the verification code accurately. 
5. KGC then generates and issues the identifier key pair to user A. 
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In this case, C knows A’s identity 𝑖𝑑஺. C then sends a request to KGC for the allocation of 
a private key pair based on 𝑖𝑑஺. However, because KGC uses multi-factor authentication, the 
verification code is only sent to A’s registered email address or phone number, so the attacker, 
C, cannot know this verification code. Therefore, C’s request for the allocation of a private 
key pair based on 𝑖𝑑஺ is rejected. Consequently, C’s attempt to impersonate A’s identity is 
unsuccessful. 

Based on the above arguments, our proposed digital signature scheme is secure against 
identity spoofing attacks. 
4.2.2. Signature Forgery Attack 

Assume that there are two entities involved in the signature generation and electronic 
document exchange process: user A and user B. A is the signer, and B is the verifier. The 
signature scheme used is an identity-based signature scheme according to the GOST 34.10-
2018 standard. 

Suppose attacker C forges the signature of legitimate user A. The signature forgery process 
unfolds as follows: 

1. C randomly generates a forged key pair consisting of 𝑠𝑘஼  and 𝑝𝑘஼. The private key 
is 𝑠𝑘஼  and the public key is 𝑝𝑘஼ = 𝑠𝑘஼ ⋅ 𝐺. 

2. Calculate the values 𝑘ᇱ, ℎᇱ, 𝑄ᇱ, 𝑟ᇱ. 
3. Calculate the signature (𝑠ᇱ, 𝑟ᇱ) based on the parameters ℎᇱ, 𝑘ᇱ, 𝑄ᇱ, 𝑟ᇱ and 𝑠𝑘஼ . 
4. C sends the signature (𝑠ᇱ, 𝑟ᇱ) to B in the name of A. 
5. B verifies the signature (𝑠ᇱ, 𝑟ᇱ). 
B uses the public key 𝑝𝑘஺  to verify the signature (𝑠ᇱ, 𝑟ᇱ) . This process includes the 

following steps: 
1. Check 0 < 𝑠ᇱ < 𝑛 and 0 < 𝑟ᇱ < 𝑛. 
2. Calculate ℎ = 𝐻(𝑀) 𝑚𝑜𝑑 𝑛. If ℎ = 0, let ℎ = 1. 
3. Calculate 𝑧ଵ ≡ 𝑠ᇱ ⋅ ℎିଵ 𝑚𝑜𝑑 𝑛  and 𝑧ଶ ≡ −𝑟ᇱ ⋅ ℎିଵ 𝑚𝑜𝑑 𝑛. 
4. Calculate  𝑇 = 𝑧ଵ ⋅ 𝐺 + 𝑧ଶ ⋅ 𝑝𝑘஺ and let 𝑅ᇱ ≡ 𝑥் 𝑚𝑜𝑑 𝑛. 
5. Compare 𝑅ᇱ and 𝑟ᇱ. 
The forged key pair (𝑝𝑘஼ , 𝑠𝑘஼) by C cannot correspond with A’s identification key pair 

(𝑝𝑘஺, 𝑠𝑘஺), as (𝑝𝑘஺, 𝑠𝑘஺) is derived from the organization’s secret master key (𝑚௦௞), which C 
cannot access. Consequently, 𝑝𝑘஼ ≠ 𝑝𝑘஺, resulting in the condition 𝑥் ≠ 𝑟ᇱ or 𝑅 ≠ 𝑟ᇱ. The 
value of 𝑅ᇱ consistently differs from 𝑟ᇱ, leading B to determine that the signature (𝑠ᇱ, 𝑟ᇱ) is a 
forgery, not A’s signature. Consequently, C’s attempt to forge A’s signature is unsuccessful. 

To compute the secret master key 𝑚௦௞, C rely on the equation 𝑚௣௞ = 𝑚௦௞ ∙ 𝐺. Deriving 
𝑚௦௞ from 𝑚௣௞  is equivalent to solving the discrete logarithm problem on an elliptic curve 
over a finite field 𝐹௣. This is a difficult problem, impossible to solve in polynomial time when 
the length of 𝑝 is sufficiently large. 

Therefore, the proposed signature scheme is secure against signature forgery attack. 

5. PERFORMANCE ANALYSIS 

In this section we compare the computational cost and performance evaluation of the IBS-
GOST 34.10-2018 signature scheme with several other published identity-based digital 
signature works [10], [11], [18], [30], [31]. 

The table below shows the notations for several arithmetic operations utilized in digital 
signature schemes: 

Table 2. Running time of operations 
Notation Operation Running time (ms) 

H Hash Operation 1.105 
PM Point Multiplication 5.266 
PA Point Addition 1.343 
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MM Modular Multiplication 0.716 
MA Modular Addition 0.314 
MI Modular Inversion 2.601 
Ex Exponentiation 10.804 
e Bilinear Pairing Operation 19.297 

The comparison of computational costs between these digital signature schemes is 
essentially a comparison of the number of operations performed in each scheme. We evaluated 
the experimental performance of these operations on the same hardware platform: a laptop 
with an Intel Core i7-8750H 2.20 GHz processor, 16 GB of RAM, and Windows 11. The hash 
function used was SHA-256. The results of the comparison of computational costs and 
experimental performance of several identity-based signature schemes are presented in Table 
3. 

Table 3. Comparison of computational complexity 

Scheme’s Setup Extract Sign Verify 
Total 
(ms) 

K. G. 
Paterson 
2002[10] 

1PM 
≈ 5.266 

1H+1PM 
≈ 6.371 

2H+4PM+ 
1PA+1MI 
≈ 27.218 

2H+3e 
≈ 60.101 

98.956 

Florian Hess 
2003[11] 

1PM 
≈ 5.266 

1H+1PM 
≈ 6.371 

1H+2PM+1PA+ 
1e+1Ex ≈ 43.081 

1H+2e+1Ex 
≈ 50.503 

105.221 

H. Jin 
et al. 2010 

[18] 

1PM 
≈ 5.266 

1H+1PM+ 
1MM+1MA 

≈ 7.401 

1H+1PM+2MM+ 
1MA+1MI 

≈10.718 

2H+3PM+2PA+ 
2MM+1MI 
≈ 24.727 

48.112 

G.Sharma et 
al. 2017 [30] 

1PM 
≈ 5.266 

1H+3PM+1PA+ 
1MM+1MA 

≈ 19.276 

1H+1PM+ 
1MM+1MA 

≈ 7.401 

1H+2PM+2PA 
≈ 14.323 

46.266 

N.Sharma et 
al. 

2018 [31] 

1PM 
≈ 5.266 

1H+1PM 
≈ 6.371 

2PM+1PA+ 
1e+1Ex 

≈ 41.976 

1PA+1e+1Ex 
≈ 31.444 

85.057 

Our 
Scheme 

-- 
2H+2PM+ 

2MM+1MA 
≈ 14.488 

2H+1PM+ 
2MM+1MA 

≈ 9.222 

1H+2PM+1PA+ 
2MM+1MI 
≈ 17.013 

40.723 

The results of Table 3 show that the proposed digital signature scheme has better 
computational efficiency than other identity-based digital signature schemes. Thus, the 
proposed IB-GOST 34.10-2018 scheme has good experimental performance and has great 
potential for application in electronic document management systems. 

6. APPLICATIONS IN DIGITAL GOVERNMENT 

In this section, we propose to apply the IBS scheme according to the GOST 34.10-2018 
standard into the digital government model. 
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Fig. 1. Digital government model 

Figure 1 illustrates a digital government paradigm comprising the following components: 
- The user layer includes citizens, enterprises, and organizations. These are the main 

components that use online public services through digital platforms and are the direct 
beneficiaries of these public services. 

- Internet infrastructure acts as a bridge, connecting users (citizens, businesses, and 
organizations) to public service servers. 

- The National Public Service Portal is a central online platform that connects citizens, 
businesses, and organizations with government agencies to carry out administrative procedures 
and public services online in a digital environment. 

- National CA plays a central role in issuing and managing digital certificates, providing 
digital signature authentication services to help verify electronic identities, and ensuring legal 
validity and information security in electronic transactions. 

- National Public Service Network Infrastructure (NPSNI) is a crucial component of the 
digital government architecture. It is a network system for information technology designed 
and deployed to ensure secure, continuous, and efficient data exchange and information 
sharing within the digital government. Within the NPSNI, numerous cryptographic methods 
and security technologies are employed to guarantee data confidentiality, integrity, and 
authenticity. These include encryption, hashing, digital signatures, VPNs, firewalls, and 
network security monitoring. 

- The database layer plays a crucial role in storing, managing, and sharing information 
within a digital government. Types of databases that can be used include national population 
databases, business databases, insurance databases, tax databases, and health and education 
databases. 

The process of issuing identity-based private keys is handled by the National Certificate 
Authority (National CA). This process takes as input the National Certificate Authority's 
master key pair (𝑚௦௞ - master secret key, 𝑚௣௞ - master public key) and the user’s identification 
information (personal identification number on the citizen ID card). The output is a 
public/private key pair for individuals, businesses, or organizations. The identity-based private 
key pair is stored in the chip-embedded citizen ID card or the VNeID electronic identification 
software. Details on the algorithm for generating identity-based private keys for individuals, 
businesses, or organizations are presented in section 3b. 

After obtaining a unique identification key pair, individuals, businesses, or organizations 
can conduct electronic transactions within the digital government environment and sign 
electronic documents using the IBS-GOST 34.10-2018 algorithm. Details of the IBS-GOST 
34.10-2018 signature algorithm are presented in section 3c. 

The verifier uses the signature verification algorithm outlined in section 3d to determine 
the validity of the signature. 

Digital signature schemes based on the GOST 34.10-2018 standard offer a promising and 
effective solution at a low cost in a digital government environment. Citizens, businesses, and 
organizations can carry out legal procedures and transactions on the national public service 
portal using the IBS-GOST 34.10-2018 digital signature algorithm in many specific cases, 
such as issuing ordinary passports domestically, registering for enrollment in primary, 
secondary, and high schools, applying for college and university admissions, paying personal 
and corporate taxes, issuing electronic invoices, etc. 

This paper presents the application of the IBS-GOST 34.10-2018 digital signature scheme 
in the process of issuing electronic invoices. In the electronic invoice issuance process, 
multiple parties are involved to ensure the legality, authenticity, and transparency of the 
invoice. These parties include the invoice issuer (seller), the invoice recipient (buyer), and the 
tax authority. 
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- Invoice issuer: This refers to the organization or individual that sells goods or provides 
services and is responsible for creating and issuing electronic invoices. 

- The recipient of the invoice: This refers to the organization or individual that purchases 
the goods or services. 

- The tax authority is the governmental agency responsible for receiving, managing, and 
overseeing the utilization of electronic invoices, as well as enforcing norms and regulations 
pertaining to them. 

When a transaction occurs between a seller and a buyer, the seller uses electronic invoicing 
software to create an electronic invoice and digitally signs it. The seller then sends the created 
invoice to the tax authority, which provides an authentication code for the electronic invoice. 
This code is then attached to the invoice to ensure its validity and authenticity. Finally, the 
seller sends the electronic invoice to the buyer. 

The tax authorities archive all electronic invoices in the General Department of Taxation's 
database within the government’s system to facilitate cross-verification and validation of the 
invoices’ legitimacy. Purchasers can access invoices on the General Department of Taxation’s 
portal. 

While the Vietnamese law does not require buyers to digitally sign electronic invoices, it 
simplifies the transaction process and saves costs. However, it also creates several security 
vulnerabilities and potential risks, such as loopholes in verifying the validity of transactions 
and an increased risk of tax fraud, as sellers can issue fictitious invoices to claim value-added 
tax deductions. 

When the buyer does not sign the invoice, there is no digital proof that the buyer actually 
received the goods/services and agreed to the invoice’s contents. This makes it possible for the 
invoice to be fictitious or contain incorrect information without the buyer's knowledge. 

Sellers may generate fraudulent invoices for a “shell” company or a legitimate company 
that engages in no genuine transactions. They subsequently utilize these invoices to offset 
value-added tax, resulting in deficits to the state budget. 

In some cases, third parties (intermediaries, hackers, or internal employees) can create fake 
electronic invoices, impersonating the seller and sending them to the buyer, requesting 
payment, which leads to financial and legal risks. 

To minimize these risks, not only sellers but also buyers should digitally sign electronic 
invoices. However, this leads to the problem that buyers need to have their key pair and 
purchase a digital certificate from a trusted third party, which adds extra costs for the buyer. 

The current proposal is to utilize the IBS-GOST 34.10-2018 digital signature method for 
signing electronic invoices; the private key pair is derived from the identification information 
of individuals (personal identification number on the Citizen ID). Consequently, any purchaser 
can electronically sign the invoice without incurring extra costs for acquiring or renewing the 
digital certificate. The IBS-GOST 34.10-2018 digital signature solution minimizes users’ 
reliance on digital certificates for digital signature services, hence facilitating cost savings. 

7. CONCLUSION 

This work presents an identity-based signature scheme, IBS-GOST 34.10-2018, based on the 
GOST 34.10-2018 standard utilizing elliptic curves. The suggested digital signature method is 
demonstrated to be secure within the ROM model, effectively rejecting identity fraud and 
signature forgery attacks. The IBS-GOST 34.10-2018 scheme demonstrates outstanding 
potential and applicability for authenticating electronic documents in the digital government 
context, owing to its enhanced security and reduced computational costs relative to similar 
identity-based signature schemes discussed in the paper. 
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